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Are Pensions Fair?
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SPP Survey

Short survey – only 4 questions

Ran online from 7 August to 3 September 2017

Over 200 replies from pension professionals

THANK YOU!
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Conclusions

The pensions system in the
UK is fair for males

The pensions system in the
UK is fair for females

The pensions sytem in the
UK is fair for young people

The pensions system in the
UK is fair for those about to

retire

The pensions system in the
UK is fair for public sector

employees

The pensions system in the
UK is fair for the self-

employed

Equality (age, sex, religion,
ethnicity, etc.) is a major

concern for the UK
Government
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How far do you agree or disagree with the following statements:
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Gender Equity
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Intergenerational Fairness

Youngsters Retirees

Strongly agree 3% 20%

Tend to agree 12% 52%

Neutral 6% 10%

Tend to disagree 38% 9%

Strongly disagree 41% 9%
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The Big Issues

State Pension sustainability

Public sector pension schemes

Tax relief

Auto-Enrolment for the gig economy
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Whose fault is it?

Who is most responsible for delivering equality in pensions?

Government (73%)

Regulators (5%)

Employers (14%)

Trustees (1%)

Pension professionals (1%)

Other (6%)
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Who can fix it?

a) The Government

b) Regulators

c) Employers

d) Trustees

e) The SPP
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Scheme governance: why bother and what next?
Andy Cork

September 2017
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The elusive 

governance 

premium

A new 

governance 

code

Navigating 

good 

governance

Governance 

as a trustee 

duty
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The elusive 

governance 

premium

A new 

governance 

code

Navigating 

good 

governance

Governance 

as a trustee 

duty
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1515

The Regulator clearly sees a problem

We take the view that it is unacceptable that some members are at greater risk of poor 

outcomes in later life purely because they happen to have been employed by an employer 

with a poorly run pension scheme…poor trustee stewardship will impact the funding costs 

of DB schemes…poor governance and administration is not a victimless phenomenon – it’s 

bad for members and it’s bad for employers too.

The Pensions Regulator, 21st Century Trusteeship

“

”
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There is some evidence of a governance premium but…

O’Barr

Focus on “responsibility deflection and blame management rather than on good governance and creating value 

for fund stakeholders”

Ambachtsheer

– Good governance standards add 1-2% per annum in investment performance

Clark and Urwin

– Schemes that demonstrate best practice achieve 2% per annum above their benchmarks
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The elusive 

governance 

premium

A new 

governance 

code

Navigating 

good 

governance

Governance 

as a trustee 
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Good governance should be seen as central to the trustee duty to 

exercise reasonable skill and care

Modern 

pension 

trusts are a 

special 

case

Improved 

governance 

required as 

a result

Flexibility to 

allow 

modern 

business 

relevance
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The elusive 

governance 

premium

A new 

governance 

code

Navigating 

good 

governance

Governance 

as a trustee 

duty
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2020

Think of governance as falling into four overall categories

Strategic 

planning

Governance 

structures

Roles and 

accountability

Board 

competence

Diversity 

Remuneration
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2121

Skills audit

Training and 

professional 

development

Succession 

planning

Selection 

process

Performance 

reviews

Board 

competence
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2222

Board with 

strategic 

oversight

Reviewing 

management/ 

executives

Non-exec/ 

executive 

split

Conflict 

management

Debriefing on 

projects

Roles and 

accountability
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Use of 

committees

Emergency 

response 

process

Lines of 

reporting and 

responsibility

Terms of 

reference 

Process 

management

Governance 

structures
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IRM 

framework

Forward-

looking 

business plan

Scenario 

planning/fire 

practices

Clear 

strategic aims

Values/code 

of conduct

Strategic 

planning
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Think of governance as falling into four overall categories

Strategic 

planning

Governance 

structures

Roles and 

accountability

Board 

competence

Diversity 

Remuneration
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The elusive 

governance 

premium

A new 

governance 

code

Navigating 

good 

governance

Governance 

as a trustee 

duty
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There are a number of models for a wider regime

Ofsted-style policy 

inspection

Internal survey and 

evaluation

– Comply or explain

– Main principles

– Specific code examples
PPF levy reduction for good 

governance?

UK Corporate 

Governance Code
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The Corporate Code is principles-based

Main principle A1

Every company should be headed by an effective board which is collectively responsible for the long-term 

success of the company

The board should set the company’s strategic aims, ensure that the necessary…resources 

are in place for the company to meet its objectives

The board should meet sufficiently regularly to discharge its duties effectively
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The Corporate Code is principles-based (cont’d)

Main principle A2

There should be a clear division of responsibilities at the head of the company between the running of the board 

and the executive responsibility for the running of the company’s business

The roles of chairman and chief executive should not be exercised by the same individual

The division of responsibilities between the chairman and chief executive should be

clearly established
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The Corporate Code is principles-based (cont’d)

Main principle B1

The board and its committees should have the appropriate balance of skills, experience, independence

and knowledge

The board should be of sufficient size that the changes to the board’s composition can be 

managed without undue disruption
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The Corporate Code is principles-based (cont’d)

Main principle B6

The board should undertake a formal and rigorous annual evaluation of its own performance and that of its 

committees and individual directors

Evaluation should consider the balance of skills, experience, independence and diversity 

Evaluation of the board of FTSE 350 companies should be externally facilitated at least every 

three years
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These are presentation slides only. The information within these slides does not constitute definitive advice and should not 

be used as the basis for giving definitive advice without checking the primary sources.

Allen & Overy means Allen & Overy LLP and/or its affiliated undertakings.  The term partner is used to refer to a member of 

Allen & Overy LLP or an employee or consultant with equivalent standing and qualifications or an individual with equivalent 

status in one of Allen & Overy LLP's affiliated undertakings.

Questions?

BS:8393105.1

Andy Cork

Counsel

Contact:

Tel: + 44 (0)20 3088 4623

Mob: +44 (0)7825384780

andy.cork@allenovery.com





Cyber / Data Security
Digital world risk that cannot be ignored

www.pwc.co.uk/cyber

11 Sept 2017

© 2017 PricewaterhouseCoopers LLP

The Society of Pension Professionals
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Threats are rapidly increasing and evolving

T
h

re
a

t 
a

ct
o

r 
so

p
h

is
ti

ca
ti

o
n

Threat actor motivation

££££££££££

Mitigation Cost

Accidental

Malware 
non-targeted

Cyber 
Terrorist

Organised 
Cyber 

Criminal

State-
Sponsored 

Attacks

Disgruntled
Customer

Competitor

Disgruntled 
ex-Employee

3rd Party 
Provider

Hacker 
Hobbyist

Hacktivist

Insider

Risk Appetite?

110 million credit 
card details stolen 
(November 2013)

Nation States Cyber 
Regimes                    

(e.g. Equation Group)

Trading on 7 stocks 
suspended following DDoS 

attack which disrupted price 
sensitive  information feeds

(August 2011)

Lulzsec & Anonymous 
targeted hacktivists 

(2012-2013)

Malware wipes 10,000 
desktop hard drives 

(August 2012)

£2.3m FSA fine 
for data loss 

(August 2010)

Edward Snowden discloses NSA 
and GCHQ spying programmes 

(June 2013)
Employee copies 

35,000 client details 
to personal computer 

(August 2012)

$101m stolen by submitting 
fraudulent payment 

instructions via the SWIFT 
network

(February 2016)

Bangladesh 
Central Bank

500m account details stolen 
from company database

(September 2016)
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Why are pension schemes at risk?

4%

123,000
Personal records lost by 

Serco - a 3rd party 
provider

1.25 million
Personal records leaked
from Japan Pension Service. 
There are UK examples too

£3.3 trillion
Worth of assets in pension schemes in the UK

Reform
Allowing 
members to 
encash 
entire holdings 
at one time

Top 10
Risks recognised 
by The Pension 
Regulator 

Its already happened…..

Data transfer
Between a high number of
advisors and 3rd parties

Large fines up to 4% of annual turnover under new 
data protection regulations

Risk
The type of data pension 
schemes hold could lead
to serious financial crime
on a wholesale 
scale.

No industry standard 
means ‘easy pickings’ for criminals

N.I.

Details

Names & 
Birth 
Dates

Bank 
Accou

nt Data

Pension 
and 

Salary 
Details

Address
Family

Details
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The Value of Data: Attackers and Companies 
Threat actors will act upon and exploit any data they choose

E-Mail Credentials $0.50 - $2.50

Personal Information $1 - $15

Financial Credentials $8 - $20

Health Records $50 - $60 

Value to Hackers

Driving License Scans $20 - $25

Targeted Identity $250 +

Oracle MICROS Payment System

UBER Driver Names and License Plate Numbers

WADA Database and Health Records Hack

Impact on Company

Intellectual Property $ ??? 

Nortel Espionage Attack

RSA SecurID Authentication Technology

Business Impact of Breach
(inclusive of forensic, investigative and

remediation costs to address breach)

A
s

s
o

c
i

a
t

e
d

 
C

o
s

t
s

Average Impact
$150 average cost per record 
based on – detection, escalation and 
notification costs, lost business and 
reputational damage

Based on Ponemon Institute © Research 
Report – 2016 Cost of Data Breach Study: 
Global Analysis

N u m b e r  o f  r e c o r d s

What drives costs up?

• Third party involvement

• Extensive cloud migration

• Rush to notify

• Lost or stolen devices

What keeps costs down?

• Incident response team

• Employee training

• CISO appointed

• Understanding risk

• Participation in threat sharing

• Data governance

PwC | Cyber Security Briefing | April 2017
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What does this mean for Pension Trusts?

The Trustees must be “cyber and data confident” 

Visibility of risk Ownership of risk

The risk must be managed across the whole stakeholder chain

Advisors
(financial, legal, actuarial)

CustodianFund Managers Administrator

Crown Jewels? Cyber Threats? Vulnerabilities?

• Members data
• Investment strategies
• Cash held in Pension Funds

• Data sold on black market
• Fraudulent transactions
• Early Pension redemption
• Money Laundering

• Poor member authentication
• 3rd party connectivity
• Lack of data encryption

Maintain the trust of your members and sponsor

Sponsor
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What are the issues for Trustees?

Litigation 

and long 

term 

reputationa

l damage

Lack of 
knowledge 

makes it 
difficult to 

begin

No industry 
standard as 

yet

Impact on     
solvency 

and funding 
of the 

scheme

Public 
exposure 

Limited 
resources to 
comply with 

new 
regulation

Large 
financial 

fines

How would your processes and systems stand 
up to the scrutiny of the public, members, and 
Regulator?

What would you do right now if you were told 
of a data breach?

Who would have identified the breach – your 
team, or the press?
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Responding to a breach – First 72 Hours 

Containment and 
recovery

Assessment of 
ongoing risk

Notification of 
breach

Evaluation of 
response

Incident detected

Pre-incident

Ensure 
integrity of 

data

Review 
impact

Obtain 
external legal 

advice
Lock-down 

logs

Bring BC 
systems online

Secure 
networks

Initial
analysis Notify 

stakeholders

Lessons 
learned

Evaluate 
ongoing 
litigation

Notify 
stakeholders

Notify sponsor  
legal team

Escalate to 
sponsor board

Identify 
forensic 

consultants

Agree forensic 
approach

On-board
forensic 

consultants

Issue forensic 
RFPs

Prepare 
contracts

Sign contracts

Vulnerability 
scanning

Threat 
hunting PR 

management

Media 
monitoring

Insurance

ID theft 
monitoring

Considerneed
to notify 
members

Manage 
members

Prepare 
regulatory 
statements

Implement 
improve-

ments
Review 

response
Review long-
term security

Identify
quick ‘wins’

Create a 
breach log

Request 
forensic 
analysis Assess 

implications 
of assets 
exposed

Identify assets 
exposed

Impact of data 
protection 
obligations

Follow-up 
notification to 

ICO

Initial 
notification

to ICO

Social media 
response

Update 
policies & 
processes

Manage 
regulatory 
response

Prepare PR 
releases

Understand 
cause

Activities: Scheme & 
sponsor

Technology
Legal & 

regulatory
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What does good look like?
Embedding data security in all strategic and cultural decision making

Understanding that
you are at least

in the ‘pack’ if not
ahead of it

Have verified
legal 

protections
to ensure 
covered 

fully 

Plan to 
comply 

with data
protection  
regulation 

Trustee and 
Sponsor

awareness

Independent 
verification

that processes 
and systems
are robust

Crisis
plan 

prepared
in case of 
a breach

Strong controls
to prevent 

data breach or 
loss

Comfortable 
you will be able 

to contain 
breach

and return to 
business quickly

Satisfied
you can react
immediately
in a breach

People 

Process

Technology
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A trustee check list

Appropriate capability and resource at 
sponsoring employer and 3rd parties2

Holistic framework and approach3

Independent review of  procedures
(including 3rd parties) and test them

4

Update processes including risk 
register and insurance

6

Consider appointment of DPO7

Review breach management procedures 8

A real understanding of risk exposure1 Review processes in place  for 
member data requests

5

Enabling Trustee boards to challenge themselves as to whether their response is adequate and 
evolving sufficiently rapidly as the risk develops
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A recommended solution
This approach combines a number of distinct activities to help assess and enhance cyber resilience, while also improving 
awareness within your organisation and primary supply chain. 

4) Incident response
playbook

3) Assessment of cyber controls 
and supply chain

2) Crown jewels and
process mapping

1) Confidence check

Identify your strengths and areas for focus 
across the primary roles and 
responsibilities in the major areas of cyber 
security governance to ensure that culture 
and security awareness are supportive of a 
cyber resilient posture.

While a governance assessment can be 
provided in isolation it will not provide 
any visibility of the threats to your 
organisation or your resilience against 
such threats.

Identify business critical assets within your 
scheme that threat actors might seek to 
target, and then map out who has access, 
how, why, and where across your 
organisation and supply chain.

While an asset and process mapping 
exercise can be provided in isolation it will 
only provide visibility of the key risks that 
you face.  It will not provide any 
prioritisation of threats within the context 
of your business operations or your ability 
to mitigate those threats.

An assessment of basic cyber controls to 
verify that security fundamentals are 
established throughout your supply chain.

This will be delivered in two parts;

1) An assessment of essential cyber 
security controls for your own systems, 
networks and devices.

2) An assessment of your key suppliers, 
tailored to the specific services 
provided by each.

While a controls assessment can be 
provided in isolation, measuring controls 
with visibility of your priorities and risks 
allows for more relevant identification of 
strengths and gaps.

Utilise the collective knowledge of your 
crown jewels, processes, key risks, 
controls, and supply chain to define 
controlled response actions in the event of 
a cyber incident.

While generic playbooks can be provided 
in isolation, the guidelines provided are 
far more valuable when incorporating 
specific priorities, risk, controls, contacts 
and escalation paths.
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Gaining cyber confidence for Trustees

Confidence 
Check

Initial scoping 
assessment

Priorities 

Crown jewels 
discovery and 

process 
mapping Governance

Primary roles 
and 

responsibilities

Connections 

Supply chain 
assurance 

review

People 

Education 
and 

awareness

Crisis

Incident 
response 
playbook Controls

Assessment of 
essential cyber 

controls

PwC Cyber Confidence  Approach

We believe that your journey to enable effective cyber governance for the Board of Trustees should start by: 

Gaining visibility of  the cyber risk to the scheme: Trustees are struggling to understand properly why they might be 
targeted; what might make them vulnerable, and how a successful attack might impact them. Building a complete and accurate 
understanding of this risk through Establishing the cyber risk exposure to the scheme, is critical to ensuring that the 
response to the risk is correct and appropriate.

Real understanding of ownership of  risk:  For Trustees to be effective data controllers, a programme of discovery needs to 
be in place, to enable you to gain sufficient understanding and confidence that their cyber risk is being appropriately managed on your 
behalf.

The 6 stages of the Cyber Confidence journey for Pension Trustees

Confidence Check - Gain an understanding of your awareness across primary areas of cyber security governance and scoping 
assessment for:

1. Crown jewels discovery and process mapping - Identify the critical assets and processes most vital to your schemes 
success and identify the areas of greatest threat to these critical assets

2. Cyber Governance - Identify strengths and areas of focus for the primary roles and responsibilities of the Trustees.

3. Connections - Seek an independent review of the security of your key suppliers.

4. Controls - Independent assessment of basic cyber security technical controls.

5. Incident Response Planning - Provide workflows, contacts and escalation paths for responding to common attack scenarios

6. People Training and Awareness– Educate yourself on cyber security through interactive game-play.
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Matt Hawley

matthew.hawley@pwc.com

This publication has been prepared for general guidance on matters of interest only, and does not constitute 
professional advice. You should not act upon the information contained in this publication without obtaining specific 
professional advice. No representation or warranty (express or implied) is given as to the accuracy or completeness of 
the information contained in this publication, and, to the extent permitted by law, PricewaterhouseCoopers LLP, its 
members, employees and agents do not accept or assume any liability, responsibility or duty of care for any 
consequences of you or anyone else acting, or refraining to act, in reliance on the information contained in this 
publication or for any decision based on it. 

© 2017 PricewaterhouseCoopers LLP. All rights reserved. In this document, “PwC” refers to PricewaterhouseCoopers 
LLP (a limited liability partnership in the United Kingdom) which is a member firm of PricewaterhouseCoopers 
International Limited, each member firm of which is a separate legal entity.

Peter Sparshott

peter.x.sparshott@pwc.com

mailto:matthew.hawley@pwc.com
mailto:peter.x.sparshott@pwc.com



